Information Security Data Classification and Protection Policy
Version: 3.0
Effective Date: 2/21/2024

Policy Summary:

University information will be categorized according to the levels of risk and harm that can
result from disclosure or unauthorized use. Appropriate and relevant levels of access to University
information will be provisioned and removed in accordance with university policies, procedures, and
guidelines. Anyone handling University sensitive or confidential information is responsible for
safeguarding this information from inadvertent or unintentional disclosure to unauthorized
persons. Requirements regarding protection of regulated information (ex. FERPA, PCI, HIPAA)
should be adhered to as outlined in the external compliance agency’s documented
requirements and laws.

Questions about this policy should be directed to the VP, Information Technology and
Security at (813) 257-7522.

Applicability/Eligibility: Exceptions:
This policy applies to any individual, None
organization, group, entity, or third-party using
University of Tampa computing or

communications resources for information

handling purposes. It encompasses but is not

limited to all University wired and wireless

networks, academic and administrative

systems, e-mail, third party hosted websites,
University websites and social media, faxed

messages; University and personal computers,
cellphones, and other mobile devices.

Policy Administration:

Mandating Authority: Federal Law State Law or Regulation

(Check all that apply) University President Accrediting Body
Other: (specify)

Responsible Office/Dept/Committee(s):

Name Campus Address Phone Number

Information Technology & | TECH Building Room 383 813-257-7522
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be used for nefarious purposes if accessed by unauthorized persons. Also, emails can be
misdirected, so this inherently insecure medium must be used with discretion.
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